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Abstract

Graph Neural Networks for spatiotemporal problems incorporate a temporal module operating on a

temporal grid of interconnected subsequent time steps. In this work, we explore adding connections to

future time steps to the temporal grid in order to extract unique features for the task of anomaly detection

in time series. We introduce strategies for determining future connections utilizing the autocorrelation

function and different random sampling techniques. The effectiveness of resulting Graph Neural Networks

is demonstrated on multiple anomaly detection benchmarks, including spacecraft telemetry datasets. A

selection of Graph Neural Network models is further deployed on the AMD-Xilinx Versal AI Core SoC

to measure the execution time and resource utilization when processing telemetry data.

Keywords

Anomaly detection · co-processor · edge AI · graph neural networks · time series analysis · telemetry

data

1 Introduction

Numerous activities on Earth depend on satellites, such as radio signals, navigation and, in many

countries, the internet access. These machines must execute critical tasks with exceptional reliability,

even in the event of a failure. Fault Detection, Isolation and Recovery (FDIR) is a key strategy to fulfill
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the purpose of reliability and aims to identify and isolate the faults as early as possible [1]. The most

common approach in fault detection is to detect out-of limit (OOL) events. These events are identified by

examining whether the design limits of any sensor, instrument, or subsystem are crossed. Instead of only

applying fixed limits, behavioral system monitoring can be applied to analyze patterns in telemetry data

and discover ”anomalies” which are to be reported to the operations team. This fault detection technique

has the capability to detect faults earlier than OOL boundaries [2] and in case of high certainty by the

monitoring system, an automatic transition to safe mode can be performed. Implementing behavioral

system monitoring onboard of spacecraft presents the opportunity of analyzing data not being sent to

the ground operations team due to downlink limitations. For this purpose, the deployment of behavioral

system monitoring algorithms to different space-grade hardware needs to be studied. Algorithms applied

within behavioral system monitoring belong to the research field of anomaly detection in time series.

It encompasses many algorithms of different categories with an origin in fields such as data mining,

statistics, and machine learning (ML) [3]. Deep learning algorithms are in particular attractive for onboard

behavioral monitoring, as they can take advantage of specialized hardware already being developed for

accelerating a multitude of deep learning algorithms. Examples for accelerators include the AMD-Xilinx

Vitis AI Deep Learning Processor (DPU) and the Matlab Deep Learning Processor provided by the Deep

Learning HDL toolbox.

In this work, we propose a novel algorithm for anomaly detection, which is based on a Graph Neural

Network (GNN). It treats the time steps of a time series as graph nodes and adds connections to future

time steps to extract a unique feature representation. To our knowledge, it is the first application of a GNN

for anomaly detection, where graph nodes represent time steps of a time series and are not only connected

to subsequent time steps as a ”temporal grid”. As graph nodes usually represent distinct channels of a

multivariate time series with known channel relations that can inform graph edge weights, an important

question in our approach is how to connect graph nodes representing time steps with no prior information

on their relations. For this purpose, we present two strategies for randomly sampling graph edges, as well

as a static connection scheme and a strategy for finding graph connections via the autocorrelation of a

time series. The newly developed GNN is deployed on the AMD-Xilinx Versal AI Core SoC to show its

potential for deployment on space-grade hardware.
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Our contribution encompasses

• 4 strategies for augmenting the temporal grid in Graph Neural Network layers,

• an evaluation of Graph Convolutional Networks constructed with said strategies and

• the resource utilization and runtime of the proposed models when deployed to the AMD-Xilinx

Versal AI Core SoC.

Section 2 establishes previous work in the field of anomaly detection in time series and in particular the use

of GNNs for this problem. The notation regarding GNNs is introduced in section 3, as well as the strategies

regarding augmentations to the temporal grid of GNN layers. The approach towards benchmarking the

newly developed methods, the corresponding evaluation results and the onboard resource utilization are

presented in section 4 and the paper is concluded in section 5.

2 Related Work

Algorithms for anomaly detection in time series can be categorized into six distinct categories: forecasting-

based, reconstruction-based, encoding, distance-based, distribution and isolation tree methods [3].

2.1 Anomaly Detection

Both forecasting and reconstruction-based methods process data of a window of sequential time steps

and learn a model to predict: a) the subsequent time step value in case of forecasting methods; and

b) the original window in case of reconstruction methods. The underlying models are optimized in a

semi-supervised or unsupervised manner. Semi-supervised in this context refers to the task of learning to

predict exemplary data which is assumed to be nominal. Since the model only learns to represent nominal

data, the idea is that it will fail to predict data which is not represented in the nominal exemplars. This

deviation is usually captured by a distance metric applied to the prediction and actual value and the result

of this distance metric is referred to as the ”nonconformity score” in this work. In contrast, unsupervised

models such as ARIMA [4] are built directly on the test set. The survey by Chandola et al. [5] classifies

them as a regression-based statistical model, as they learn to emulate the underlying statistical process

generating the time series. For reconstruction-based approaches, unsupervised methods project the input

data window to a predefined latent space, whereby information is lost. As this extra precision is often

needed to capture anomalies, the deviation of anomalies to the original data window is expected to be

larger than for nominal data [3]. Examples of forecasting-based methods include DeepAnT [6], N-BEATS
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[7], Telemanom [8], Random Forests [9] and Gradient Boosting Decision Trees [10] and examples for

reconstruction-based methods are Convolutional Autoencoder [11], USAD [12], OmniAnomaly [13] and

RobustPCA [14].

Encoding methods denote approaches that encode subsequences of a time series in low dimensional latent

spaces, where the nonconformity scores are directly computed from the latent space representations [3].

An example for this are grammar-based approaches, where grammar induction is applied to discretized

subsequences and rarely used substrings in the grammar rules are found to be anomalies [15]. Distance-

based methods rely on applying a distance metric to samples or subsequences of a time series to then

find anomalies by the distance to nearest neighbors [16], [17], the local density [18], or by the distance to

cluster centroids [19]. Schmidl et al. [3] define the distribution category by methods that fit a distribution

to the data and find anomalies at the distribution tails. Note that this is usually directly applied to the test

data in an unsupervised manner, although there exist semi-supervised methods which learn distributions

on nominal training data. Lastly, isolation tree methods form an ensemble of random trees that isolate

samples of a time series. An isolation tree splits all samples at every node in order to isolate individual

samples. The path length averaged over all isolation trees is then taken as the measure for nonconformity,

where a shorter average path length indicates higher nonconformity [20]. This method was later extended

to perform dataset splits with rotating boundaries [21].

2.2 Graph Neural Networks in Anomaly Detection

Jin et al. [22] present how Graph Neural Networks (GNNs) have been used for time series forecasting

and anomaly detection. They argue that for multivariate time series, GNNs are able to capture both

temporal and spatial dependencies among variables better than recurrent models. Besides forecasting and

reconstruction GNN methods in anomaly detection, ”relational discrepancy” methods assume that the

relationships between variables are significantly shifted for anomalous periods. Focusing on time series

forecasting, GNN methods are often made up of a spatial module capturing inter-variable dependencies

and a temporal module for inter-temporal dependencies. Considering the fact that spatial modules are

designed to capture meaningful features for a problem with geographically distributed sources for informa-

tion, such as traffic prediction, and comparing the problem setting of analyzing sensor measurements all

located within one spacecraft, we focus on presenting methods regarding the GNN temporal module. The

temporal module is often implemented via individual recurrent, convolutional or attentive layers within a

larger GNN architecture. ”Diffusion Convolutional Recurrent Neural Network” (DCRNN) [23] captures
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temporal dependencies via a Gated Recurrent Unit (GRU) adapted to operate on a graph via diffusion

convolution, whereas the models from the framework ”Spatio-Temporal Graph Convolutional Networks”

(STGCN) [24] extract temporal features via a gated graph convolution operating on a temporal grid of

subsequent time steps. ”Dynamic Spatiotemporal Graph Convolutional Neural Network” (DSTGCN) [25]

uses a bi-directional LSTM applied to each node individually to capture temporal dependencies. While

”Hierarchical Graph Convolution Network” (HGCN) [26] first applies a gated convolution in temporal

domain, it further processes the spatiotemporal representations by a temporal attention mechanism. The

”Graph Multi-Attention Network” (GMAN) [27] assigns each time step an embedding vector and accu-

mulates spatiotemporal embeddings for each time step and node to then apply an attention mechanism

across time steps to find non-linear correlations. An attention mechanism is also applied by ”Attention

Temporal Convolution Network” (ATCN) [28] to extract features from the temporal domain. This is

equivalent to a fully connected temporal graph that applies the attention operation to all time steps within

a time window. The topological relationship between sensors is captured by graph convolutional layers in

”Graph Learning with Transformer for Anomaly Detection” (GTA) [29] and the temporal relationships

are learned with a transformer model.

3 Methodology

While previous approaches use recurrent, convolutional or attentive layers operating on a graph which

is a temporal grid of subsequent time steps, we choose to employ a GNN layer on a graph where time

steps are not only connected to their subsequent time steps, but can also be connected to arbitrary

future time steps. This graph design allows the GNN layer to extract a different set of features when

compared to a temporal grid of subsequent time steps. The difference of features in turn is helpful for

either a forecasting or reconstruction anomaly detection approach, as these approaches employ a model

that learns how to represent nominal data within a feature space. In section 3.2, we further present 4

strategies for determining which time steps to connect within the graph. Let S := {s1, ..., st|si 2 RM}

be a stream with consecutive M -dimensional stream vectors si. In relation to the streaming anomaly

detection framework of Calikus et al. [30], the data representation at time t will consist of the past W

stream vectors, yielding xt := [st�W+1, ..., st] 2 RW⇥M .
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3.1 Graph Neural Networks

Let G = {V, E} be a graph consisting of a node set V and an edge set E . The adjacency matrixA 2 RN⇥N

defines the connections of nodes by edges, whereN = |V| is the total number of nodes. All node attributes

are collected in the node attribute matrix X 2 RN⇥C , with C being the number of features per node.

The goal of a Graph Neural Network (GNN) is to learn effective node representations H
k 2 RN⇥F ,

where H
k is the node representation matrix after the k-th GNN layer and F is the dimension of node

representations. Wu et al. [31] define a framework for Graph Neural Networks, where the node attributes

are given as H0 = X and a GNN layer with index k consists of two functions:

a
k
v = AGGREGATEk{Hk�1

u : u 2 N(v)},

H
k
v = COMBINEk{Hk�1

v , a
k
v},

where N(v) is the set of neighbors of node v. For the specific case of a graph convolutional neural

networks (GCN) [32], these two rules are implemented in the overall updating rule as

a
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with Ã = A+ I as the adjacency matrix with self-connections, D̃ii =
P
j
Ãij as the corresponding degree

matrix and � as an activation function.

3.2 Graph Connection Strategies

For a data representation of W stream vectors being encoded as the node attributes, the goal of the

following approaches is to determine an adjacency matrix A, which is restricted to be a temporal grid

with optional connections to future time steps. Since X = xt, the number of stream vectors is the same

as the number of nodes, W = N , and the stream vector dimension is the same as the number of features

of the first GNN layer, M = C. As the connections to future time steps impact the extracted features

and thus the overall anomaly detection capability, the connections can be seen as hyperparameters for

the overall Graph Neural Network and a brute force search would yield the best adjacency matrix for any

given dataset. Apart from random search being presented in section 3.2.3, computationally less expensive

alternatives are introduced below.
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Fig. 1 Static connection scheme for a subsequence length of 24. The left diagram depicts the adjacency

matrix with white elements indicating a connection and the right diagram displays the same connection

scheme as a graph, starting with an index at 0. Apart from self-connections and connections to subsequent

time steps, connections to future time steps are included with a decreasing frequency for later time steps.

3.2.1 Static Connection Scheme

Figure 1 presents a simple strategy for connecting time steps in the adjacency matrix. Besides self-

connections and connections to subsequent time steps which originate from the temporal grid, it adds

connections to future time steps with a decreasing frequency for later time steps. Let eij 2 E be an edge

connecting nodes i and j, then the edge set complementing the temporal grid is constructed by

E =
[

i2[1,N ]

{eij |j 2 {k ⇤ i|k 2 N1 ^ k ⇤ i  N}} . (1)

3.2.2 Autocorrelation

Similar to the process of identifying autoregressive and moving-average components in an ARIMA model

[33], the autocorrelation and the partial autocorrelation function can be calculated for many different lags

and edge weights can be set according to local extrema. The sample autocorrelation function is defined

as

ACF(st, st�l) =
Cov(st, st�l)

�(st) ⇤ �(st�l)

with Cov(st, st�l) being the sample covariance and �(st) the sample standard deviation. The sample

partial autocorrelation function is then defined as

PACF(st, st�l) = ACF(st � s̃t, st�l � s̃t�l),
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Fig. 2 Visualization of the process for drawing random routes and inserting them into the graph. The

temporal grid is omitted for better visibility. The difference to the random connection strategy is that

multiple connections (connecting the start and end node together as a route) are drawn at the same time.

where s̃t and s̃t�l are linear combinations of {st�l+1, ..., st�1} that minimize ||st � s̃t||2 and ||st�l �

s̃t�l||2. Let {l1, ..., lL} be a list of lags for which either the ACF or the absolute PACF show peaks when

compared to neighboring lags. The edge set complementing the temporal grid is then

E =
[

i2[1,N ]

{eij |j 2 {i+ l|l 2 {l1, ..., lL} ^ i+ l  N}} . (2)

The process of finding peaks in the ACF and PACF is repeated for every channel c 2 [1,M ] in the case

of multivariate time series.

3.2.3 Random Connections

With a total number of |E| = 1
2(N�2)(N�1) potential edges, the probability for choosing an individual

edge when sampling connections within the upper triangle of the adjacency matrix not yet included in

the temporal grid is

PU (eij) =
2

(N � 2)(N � 1)
, 8j > i+ 1. (3)

With an exponential decay for increasing time differences, it is

PE(eij) = u
��(j�i)

PU (eij), 8j > i+ 1, u 2 [0, 1]. (4)
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Fig. 3 GCN model with arbitrary connection strategy used for forecasting the subsequent time step of

a time interval. The model depicted has one GCN layer and two feed-forward (”Dense”) layers. ”Flatten”

in this context denotes a reshaping operation. The prediction is compared to the ground truth value by

a distance metric and a threshold is applied to decide whether an anomaly is discovered.

† Figure adapted from Kiprit et al. [34], where preliminary results have been published.

3.2.4 Random Routes

Let a route rij be defined as multiple consecutive directed edges connecting nodes i and j,

rij := {eij0 , ..., ej00j} 2 Rij := {{eij}, {eij0 , ej0j}, ...}, j
0
, j

00 2 {i, ..., j} (5)

with arbitrary many nodes in between nodes i and j. The total number of routes between nodes i and j

can be calculated as

|Rij | = 1 +
1X

j0=(j�i�1)

2(j�i�1)�j0
. (6)

For a more intuitive understanding, the summation is carried out from back to front. With every decreasing

index j
0, the previous node at j0 + 1 can either be skipped or added to all previous paths, thereby adding

double as many paths as for the previous step. For the complete window of size W , this results in a total

number of routes

|R| = 1 +
1X

j0=W�1

2(W�1)�j0
. (7)

Consequently, the probability for choosing any route connecting the first and last time step is

PU (r1W ) =
1

|R| . (8)
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Again, an exponential decay can be introduced to punish any route segments skipping longer distances,

PE(r1W ) =
Y

eij2r1W

u
��(j�i)

PU (r1W ), 8j > i+ 1, u 2 [0, 1]. (9)

The overall process of sampling routes connecting the start and end node of the graph is displayed in

Figure 2.

3.3 Detect Anomalies via Forecasting Methods

As all GNN layers with graphs constructed according to the strategies introduced in the previous chapter

are used as forecasting methods in this work, the task of time series forecasting for anomaly detection is

formalized. Returning to the context window xt := [st�W+1, ..., st], a model-based forecasting method

with model parameters ✓t produces a prediction for time step t+ 1,

ŝt+1 = fforecasting(xt, ✓t).

The nonconformity score is calculated by applying an arbitrary distance between the prediction and the

original stream vector,

nt+1 = D(st+1, ŝt+1).

In this work, the distance metric is chosen to be the cosine distance DC(a, b) = 1 � SC(a, b) for

multivariate time series, withSC(a, b) as the cosine similarity, and the absolute distanceDA(a, b) = |a�b|

for univariate time series. The overall structure of a GNN-based forecasting model is displayed in Figure

3, which also shows the application of a static threshold to the nonconformity score. According to

the SAFARI framework [30], anomaly scores can further be applied as a post-processing step. As an

example, the anomaly likelihood [35] emphasizes short-term differences to long term characteristics of

the nonconformity scores.

4 Results

Measuring the effectiveness of future time step connections within the graph of a Graph Neural Network

temporal module can be achieved by evaluating many GNN configurations on a multitude of anomaly

detection benchmark datasets. As the focus of this paper lies in the onboard analysis of spacecraft

telemetry, both the open-source multivariate ESA Anomaly Dataset (ESA-ADB) [36] mission 1 and the

univariate NASA-SMAP and NASA-MSL [8] are selected. Both contain telemetry data with anonymized
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Table 1 Hyperparameters chosen for the raster search of the GCN models for the different graph

connection strategies. Configurations are found by applying a cartesian product on all hyperparameters,

i.e. forming all possible combinations. The parameter ”Num. Adj.” denotes the number of adjacency

matrices randomly sampled per configuration.

Hyperparameters

Window Size GCN Hidden Dense Hidden Num. GCN Num. Dense Num. Adj.

Autocorrelation 25, 50 64, 256 64, 256 1, 3 1, 2, 3 �

Random Connections 25 32 32 1 2, 3 750

Random Routes 25, 50 64, 256 64, 256 1, 3 1, 2, 3 10

channels. The spacecraft for the ESA-ADB are unknown while the NASA-SMAP dataset originates from

the Soil Moisture Active Passive satellite and the NASA-MSL dataset from the Mars Science Laboratory.

Apart from the spacecraft telemetry datasets, three public anomaly detection benchmarks are selected:

Daphnet [37], which includes measurements of acceleration sensors on Parkinson’s patients with the goal

to detect the freezing of gait condition as anomalies, Exathlon [38], consisting of traces from stream

processing jobs in Apache Spark clusters, and SMD [39], which includes traces from server machines.

4.1 Evaluation Process

Anomaly detection approaches can be evaluated by a variety of evaluation metrics. Each metric provides

certain advantages and emphasizes a different aspect of the detection capability of anomaly detection

algorithms. The first major distinction is whether predictions are evaluated as individual time steps that

coincide with a true anomalous region in ”point-wise” metrics or whether the predictions are combined

to form predicted anomaly sequences which are supposed to overlap with true anomalous regions in

”range-based” metrics. Point-wise metrics emphasize the exact detection of all points in true anomaly

regions while penalizing all falsely predicted time steps equally. The condition of an exact detection is

relaxed to count all time steps within a true anomaly region as true positives if a single time step has been

correctly identified by Xu et al. [43]. The precision and recall are defined to be

PrecPW =
TPPW

TPPW + FPPW
, RecPW =

TPPW

TPPW + FNPW
, (10)

where the subscript PW indicates point-wise counting. Range-based metrics combine consecutive pre-

dicted time steps to form anomalous intervals. A true positive is counted if a predicted and true anomaly

region overlap. False positive intervals are counted as 1 FP for range-based methods, whereas they are
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Fig. 4 Sensitivity of the GCN-AC model w.r.t. individual hyperparameters, measured on the SMD

dataset. The results show the measured AUC, VUS, NAB and F0.5-Score, summed over all commbina-

tions containing the respective hyperparameter. As this summation leads to worse scores than the best

performance of individual configurations reported in table 4, it can be concluded that no individual

hyperparameter is largely reponsible for the model performance. Small differences can be observed

for the AUC, VUS and NAB scores, suggesting shorter window sizes (25, 50) and larger hidden sizes

(Dense HS, GNN HS) lead to improvements. The difference in layers (Dense L., GNN L.) does not

seem to affect the overall performance, at least not for the difference of 1� 3 layers.

counted asLp FPs for point-wise metrics withLp as the length of the falsely predicted interval. The range-

based versions of precision and recall are defined accordingly, however true positives, false positives and

false negatives indicate time step intervals,

PrecRB =
TPRB

TPRB + FPRB
, RecRB =

TPRB

TPRB + FNRB
. (11)

A combination of precision and recall is realized by the F-Score,

F� =
(1 + �

2) · Precm · Recm
(�2 · Precm) + Recm

, m 2 {PW,RB} (12)

where both precision and recall are calculated either point-wise or range-based.

Another important aspect for the evaluation of anomaly detection algorithms is the timing of a detection,

i.e. where the detection is located within an anomaly region. The Numenta anomaly benchmark scoring

function (NAB) [44] rewards early detection of a ground truth anomaly region by a sigmoidal weighting
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Fig. 5 Sensitivity of the GCN-RC model to the percentage of randomly selected edges (range: 10%

- 90%) in the upper triangular matrix of the graph. The performance of the models is measured on

the SMD benchmark for three different window sizes (100, 200, 300). While the previous correlation

of decreasing AUC, VUS and F-scores for longer window sizes can be observed, the percentage of

randomly selected edges shows no significant contribution. This suggests the overall density of edges

in the graph is not substantial and the specific combination of selected edges might be more relevant.

function �NAB 2 [0, 1] and counts the score of the earliest detection within a true anomaly region as the

score assigned for detecting the complete region. Every false positive point on the other hand contributes

as �1, leading to negative scores in case of a high number of false positives. In order to estimate the

anomaly detection capability for a wide choice of static thresholds, the area under the precision-recall

curve (AUC) is calculated by applying the trapezoidal rule to the 2D plot of recalls on the x-axis and

precisions on the y-axis that result from applying many different static thresholds to the nonconformity

scores. It is possible to calculate this measure for either point-wise or range-based precisions and recalls,

although in this evaluation it is restricted to be range-based. The volume under the surface (VUS) [45]

combines point-wise and range-based metrics by including a reward for an overlapping predicted and true

anomaly region and multiplying it with the point-wise recall. It further introduces a buffer region around

the ground truth anomaly regions to take into account near misses and stacks the respective AUC curves

to calculate the volume under the resulting surface.
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Table 2 GCN models with the random connection (GCN-RC), random routes (GCN-RR), and auto-

correlation (GCN-AR) strategies being evaluated on the univariate spacecraft telemetry dataset NASA

SMAP & MSL. The GCN approaches perform comparably with F0.5 scores at around 0.9, surpassing

the baseline fully-connected model (FC w/o GCN). Both GCN-RC models are further quantized (F0.5

A.Q.) and smoothing is applied to eliminate peaks that occurred due to quantization (F0.5 A.Q.&S.).

It is noteworthy that the GCN-AC shows competitive results without the need for extensive random

sampling.

† Preliminary results that were published in Kiprit et al. [34]

SMAP & MSL

PrecRB RecRB F0.5 F0.5 A.Q. F0.5 A.Q.&S. AUC VUS NAB

GCN-RC-2Dense† 0.94 0.70 0.88 0.71 0.83 0.42 0.43 0.68

GCN-RC-3Dense† 0.96 0.70 0.89 0.78 0.86 0.42 0.47 0.70

GCN-RR 0.91 0.76 0.87 � � 0.48 0.61 0.81

GCN-AC 0.93 0.83 0.91 � � 0.50 0.61 0.79

FC w/o GCN† 0.72 0.74 0.72 � � � � �

LSTM Network [8] 0.87 0.80 0.85 � � � � �

Channel-Specific LSTM [40] 0.79 0.83 0.79 � � � � �

TadGAN [41] 0.51 0.78 0.54 � � � � �

StackedPredictor [42] 0.87 0.89 0.87 � � � � �

Table 3 Pointwise evaluation comparing GCN models with a graph constructed via the autocorrelation

(GCN-AR) strategy to ATCN and GTA. Both models outperform the GCN-AC model, suggesting several

longer anomaly regions (with more time steps) were missed by GCN-AC.

SMAP MSL

PrecPW RecPW F1,PW PrecPW RecPW F1,PW

GCN-AC 0.94 0.72 0.81 0.81 0.65 0.72

ATCN [28] 0.95 0.90 0.93 0.94 0.98 0.96

GTA [29] 0.89 0.92 0.90 0.91 0.91 0.91

As the datasets used in this evaluation each contain a set of time series D := {T1, ..., TM}, the measure-

ments for each evaluation metric need to be accumulated to result in one overall score. For this purpose,

the true positives, false positives and false negatives are summed across the complete dataset,

TP =
X

Ti2D
TPTi , FP =

X

Ti2D
FPTi , FN =

X

Ti2D
FNTi , (13)
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Table 4 Benchmarking results of a multivariate GCN with graph connections set via the autocorrela-

tion strategy (GCN-AC). It is compared to the best result achieved in a previous publication (N-BEATS

model). The improvements in NAB score with similar precisions for the Daphnet and SMD benchmarks

suggest a better locating of the beginning of ground truth anomaly regions. The higher VUS score for

the Exathlon and SMD benchmarks further indicates false positive detections just outside of the ground

truth anomaly regions.

Daphnet Exathlon

PrecRB RecRB F0.5 AUC VUS NAB PrecRB RecRB F0.5 AUC VUS NAB

GCN-AC 0.82 0.52 0.74 0.38 0.24 0.31 0.92 0.82 0.90 0.57 0.78 0.74

N-BEATS [46] 0.81 0.54 0.74 0.40 0.26 0.09 0.96 0.93 0.95 0.68 0.39 0.80

SMD ESA-ADB1

PrecRB RecRB F0.5 AUC VUS NAB PrecRB RecRB F0.5 AUC VUS NAB

GCN-AC 0.89 0.22 0.55 0.24 0.38 0.50 0.89 0.33 0.66 0.40 0.10 0.04

N-BEATS [46] 0.91 0.43 0.74 0.40 0.20 0.19 � � � � � �

whereas the NAB (qNAB), AUC (qAUC) and VUS (qVUS) scores are averaged,

qm =
1

M

X

Ti2D
qm,Ti , m 2 {AUC,VUS,NAB}. (14)

4.2 Benchmarking Results

The previously presented strategies are incorporated into a multitude of GCN models, denoted by GCN-

AC for the autocorrelation strategy, GCN-RC for the random connection strategy and GCN-RR for the

random routes. A raster search is applied for each time series in a dataset for the autocorrelation strategy

and in the case of both random strategies, the number of randomly sampled adjacency matrices is supplied.

The hyperparameters are depicted in table 1. An analysis regarding the sensitivity of the GCN-AC to

the choice of hyperparameters is presented in Figure 4. The contribution of the number of randomly

selected edges to the anomaly detection capability of the GCN-RC model is presented in Figure 5. Note

that due to high compute costs, the raster search for the random connection and random routes strategies

is only applied to a single dataset, the NASA SMAP & MSL dataset. It was performed for the random

connection strategy with 750 sampled random adjacency matrices. Table 2 exhibits corresponding results.

It is apparent that all GCN models perform well with F0.5 scores at around 0.9 when measuring range-

based metrics. However, they yield worse results for point-wise measurements (table 3) compared to other

graph neural network based anomaly detection models, suggesting longer false positive ranges. Since the
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autocorrelation strategy results in a model scoring higher AUC, VUS and NAB scores, compared to the

random connection models, we can draw the conclusion that the autocorrelation strategy already provides

a competitive GCN model, without the need for extensive random sampling. In order for deployment on

the AMD-Xilinx DPU, two GCN models with random connections (GCN-RC-2Dense, GCN-RC-3Dense)

are quantized (F0.5 A.Q.) to 8-Bit integers. As they show significant performance degradation, smoothing

is applied to eliminate the peaks that occurred due to quantization (F0.5 A.Q.&S.). Table 4 depicts the

benchmarking results of GCN models incorporating the autocorrelation strategy. It is evaluated on the

multivariate datasets previously mentioned and the results are compared to the best results achieved by

the N-BEATS model in a previous publication. While the AUC for the GCN-AC is lower for all three

datasets, the NAB scores are significantly higher for both the Daphnet and the SMD datasets, indicating

a superior locating of the anomaly starting points, since the precision is almost the same. The higher

VUS values for the Exathlon and SMD datasets further suggest false positive detections just outside the

ground truth anomaly regions. The GCN-AC configuration (WS: 25,DHS: 256,GHS: 64,DL: 1,GL: 1)

achieved a range-based F0.5-Score of 0.66 on the ESA-ADB Mission 1 time series. Note that in this

setting, overlapping ground truth anomaly regions of different channels are joined into one, yielding a

total of 56 ground truth anomaly regions. As the ESA-ADB publication [36] reports point-wise metrics for

the case of affected channels (channel-aware) or affected subsystems (subsystem-aware) being predicted,

the reported scores cannot be compared to our results.

4.3 Onboard Resource Utilization

In order to measure the resources required for different sizes of GCN models, univariate GCN-RC models

with an increasing number of parameters are deployed to the AMD-Xilinx Versal AI Core via the AMD-

Xilinx Deep Learning Processing Unit (DPU). Out of a total of 400 specialized vector processors called

AI engines, the configuration DPU-B1 uses 32 AI engines and the DPU-B5 utilizes 160 AI engines.

Naturally, this difference is reflected in the idle power of 14.6W for the DPU-B1 and 24.5W for the

DPU-B5. Both of these values are calculated by summation of measurements of all power system rails

available on the Versal AI Core SoC1. The measurements of the INA226 power sensors are read out via

the HWMON linux driver in the Petalinux OS, which is used for deployment. The difference between idle

and active power (during inference) is used to derive the spent energy per Bit, which is depicted in Figure

6 on the left. While the energy per Bit is slightly lower for the larger DPU-B5 configuration compared to
1https://docs.amd.com/r/en-US/ug863-versal-pcb-design/Versal-Adaptive-SoC-Power-Rails
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Fig. 6 Runtime comparison of the three processors (right) and energy consumption per Bit (left) with

respect to the model size. The energy per Bit is calculated via the difference between idle and active

power of the power system rails on the VCK190 evaluation board. The configurations ”DPU-B1” and

”DPU-B5” include the use of the AMD-Xilinx DPU and 32 or 160 AI engines respectively. The runtime

is measured for processing 3000 samples at once for the GCN-RC models of sizes ranging from 1.2k

to 13.5M parameters. A better runtime is achieved on either DPU configuration compared to a CPU

configuration for model sizes above 50k parameters.

† Figure reproduced from Kiprit et al. [34], where preliminary results have been published.

the DPU-B1 configuration, the energy per Bit required when executing the inference exclusively on CPU

rises for larger models to be above either DPU configuration. Naturally, the total power necessary for

either DPU configuration still eclipses a CPU only configuration. The right diagram of Figure 6 displays

the runtime required to process 3000 samples for GCN models of different sizes ranging from 1.2k to

13.5M parameters. In line with expectations, it shows a steep increase for larger models being executed on

a CPU only configuration, while both DPU configurations display a modest incline. In terms of runtime,

a DPU configuration makes sense for model sizes above 50k parameters. However, due to the high idle

power requirements, a DPU configuration should only be employed for the inference of larger models

when used in consistently high throughput scenarios.

5 Conclusion

By extending the adjacency matrix, used in the temporal module of Graph Neural Networks, to incorporate

connections to future time steps in addition to the temporal grid, we are able to empirically show a

competitive anomaly detection capability. We found that setting graph connections via peaks in the
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autocorrelation function results in a GCN model which is comparable to the best graph connections

obtained from extensive random sampling. While all three connection strategies exhibit promising results,

the role of the random routes strategy still needs further examination on multiple benchmark datasets. As

the extracted features of a Graph Neural Network layer with connections to future time steps are crucial

for the anomaly detection capability, analyzing the effect of the presented strategies and other connection

strategies on the extracted features and the resulting anomaly detection capability is a good topic for future

research. As a next step towards applying the presented GCN approach to analyze spacecraft telemetry

in real-time, it can be demonstrated with a dynamic thresholding policy on space-grade hardware.
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Fig. 7 This work explores connections to future time steps in the adjacency matrix of a Graph Neural

Network layer for the purpose of anomaly detection in time series. The resulting Graph Neural Network

is evaluated on spacecraft telemetry anomaly detection datasets and it is deployed on the AMD-Xilinx

Versal AI Core SoC.
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